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Abstract 
 
This dissertation was written as part of the MA in Art, Law and Economy at the International 
Hellenic University. The significance of the present thesis is demonstrated by its goal: to 
throw some light on the issue of illegal file sharing and its menacing impact on copyright 
exclusive rights. More specifically, the thesis deals with a decisive matter for the European 
Union Copyright Enforcement Law: the need to strike a balance between the rights of 
copyright holders and the rights of Internet users in the fight against online piracy. 
Furthermore, an extended analysis of this new digital challenge and how the current EU 
rules have addressed to it is provided as well as an evaluation of the measures introduced 
so far. More specifically, a descriptive and comparative analysis of the Graduated Response 
System as implemented by the EU Member States offers not only a deeper understanding of 
the viability of this innovative "three strikes regime" but also clarifies the central problem of 
copyright enforcement conflict with the fundamental rights to privacy, data protection and 
freedom of opinion and expression. The findings and outcomes of the above analysis, along 
with the examination of the Internet Service Providers' role and liability in the new digital 
environment, provide the appropriate evidence in order to make an assessment on whether 
there is a tendency of adopting such a system at EU level, by taking into consideration some 
attempts that have already been made. Finally, this research presents the new inclinations 
and goals of the European Union as far as the copyright modernisation and harmonisation 
topic is concerned, announced by the European Commission in the "Communication on a 
Digital Single Market Strategy for Europe" on the 6th of May 2015. 
I owe my deepest gratitude to my supervisor, Dr. Irini Stamatoudi, whose encouragements, 
patience, excellent  guidance  and  motivation  throughout  the  writing process enabled me 
to bring this Thesis to its fulfillment. I  could not have imagined having a better supervisor 
during my first contact with legal research.  
My sincere  “thanks”  also goes to all the academic professors and the members of the 
faculty  for their presence throughout  this  difficult  year  and  their  willingness  to  stand  
by  every  student  whenever  we needed them. 
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Introduction 
 
The Worldwide Web has proliferated and become a massive source of data and information 
for every conceivable topic or idea. This being the case, issues of copyright protection 
and/or violation, whether expressed or accidental, have assumed major significance in 
attempting to secure the creativity of authors whilst at the same time enhancing the 
distribution of  knowledge to the wider public. This paper takes a look at how EU legal 
frameworks have instituted and enforced protection against the copyright issues raised by 
technological proliferation and data asset transmission over the internet. There are certain 
major issues that this paper tries to reconcile and tie together in the case of EU Copyright 
Law vis-à-vis Peer to peer Technology protection. For one thing, it is tightrope walking 
balancing the rights of right holders and the prerogatives of users. How has EU Copyright 
law responded, addressed and sought effective measures to remedy Copyright law 
violations in Peer-to-Peer Technology (PPT) domains? Finally, this paper offers a 
comprehensive overview of the different EU and national legislations regarding the 
controversial issue of secondary liability of Internet Service Providers and the "three strike" 
or "notice and take down" procedure.  
 
 
1. Peer-to-Peer and the challenge it sets for copyright 
 
The peer to peer technology is a modern growing concept of Internet communication which 
facilitates the sharing process freely. "In general terms, peer to peer technology is a 
decentralized system of computers that are linked across a network and act as equal peer 
nodes allowing them to share information with each other directly without the intervention 
of servers."1 
Peer to peer (p2p) networks provide infrastructure of free, global sharing of any digitized 
information like music, movies, e-books and other data. Although legislation has been 
enacted to tackle such actions, the advancement of technology is bringing the legal system 
to a helpless stage, most importantly since  the users of such networks actually seem to 
believe that uploading, posting, exchanging files and downloading protected subject matter 
is 'free as the air to common use'. The biggest challenge however is that copyright owners 
lose control over their works transmitted online where it is next to impossible to monitor 
every infringing activity that occurs by millions of people accessing them worldwide. 
                                                           
1 Tatiana Eleni Synodinou, Intellectual Property & New Technologies: The relationship between user and 
author, Sakkoulas Editions 2008, page 269 
 
Furthermore, it is difficult to make a distinction between the acts that have been carried out 
by legitimate means and for legitimate purposes (such as research purposes) and those 
which are illegal. Further still, owners of such materials which are being distributed illegally, 
find it difficult to show the damage caused until there is high amount of digital and online 
reproduction of the protected subject at issue. 
 
1.1. Brief History of File – Sharing Systems 
 
From the early years of the Internet, the need was born to users worldwide to find a 
method that would enable the exchange of information and data. 
Usenet was one of the first networks developed in 1979 which was initially intended for 
dial-up connection but had been transferred over to the Internet. The primary purpose was 
the exchange of text messages among students of the University of North Carolina and Duke 
University, but attached to these messages were encoded files which were distributed to 
subscribers of Usenet. Usenet became one of the largest carriers of file sharing online. 
In the following years, the most popular file sharing was the FTP or File Transfer Protocol 
which permitted users to log-in and receive or share files on the Internet through a server – 
client model meanwhile preserving their anonymity. About 20 years after Usenet had been 
developed, a new type of file sharing system was created called Napster, which used a 
centralized server to collect all the files shared into a database. The software Napster 
collected and stored file information from its users’ computers and made them available for 
other people to download. Not long after Napster was created the company was charged 
with criminal activities of copyright infringement, for this reason, after a legal battle with 
the Recording Industry Association of America (RIAA) was forced to suspend its operation in 
2001. Today it operates as a paid service. 
After the legal concerns facing Napster, on March of 2000 Gnutella was released and was 
the first decentralized file sharing network. A year after Gnutella, in 2001, Kazaa emerged. 
Kazaa was one of the most popular file sharing systems after Napster until its closure in 
2004 due to legal battles. Many others have been developed, such as LimeWire and 
PirateBay, which have faced legal penalties as well. Nevertheless, networks such as 
BitTorrent have seemed to manage and circumvent these legal ramifications due to its open 
source clients. 
 
1.2. Copyright issues arising from file sharing 
 
Arguably, the introduction of this new technology seriously hampers the effectiveness of the 
existing copyright law since some of its underlying concepts such as the concept of "copy", 
the concept of "public" or of the right to "authorize or prohibit" are not easily applied in the 
digital networks. Nowadays, copies are stored, distributed or altered online. The users can 
easily modify, enhance or adapt works in digital form. The tremendous development of the 
online services has raised a number of concerns such as: "Could the traditional concepts of 
the owner's reproduction right and distribution right that mostly refer to tangible 
copyrighted material, be interpreted to cover online transmission, storage or usage? The 
International Community in the WIPO Copyright Treaties of 1996 has responded: Copyright 
protection covers not only Internet transmissions but the very act of temporary storage 
(downloading of a copy) and making available copyrighted material."2  
Evidently, the nature of digital file-sharing technology inevitably implicates copyright law 
violation since the files being shared are considered to be copyright protected material. The 
transmission of a file from one person to another constitutes a reproduction, a distribution, 
and possibly a public performance. Hence, copyright law faces the challenge of infringement 
by P2P users who copy, upload, download and exchange materials by overlooking the 
legislation. The numerous amounts of information which are accessed worldwide makes 
policing to control protection hard if not impossible, as the flow of such information and the 
borderless nature of the Internet prevents it from getting monitored. 
EU Law has adopted a positive legal framework so as to reflect technological changes and 
address copyright violations that occur in file-sharing, and more specifically violations 
regarding the right of reproduction and the making available right. 
                                                           
2 Alain Strowel, Peer-to-peer File Sharing and Secondary Liability in Copyright Law edited by Edward Elgar, 
2009, page 20 
The right of reproduction in the digital use of works  
 As set out in Article 9 of the Berne Convention the right of reproduction certainly applies in 
the digital use of works. "With the enactment in 1996 of the WIPO Treaties, otherwise 
known as Internet Treaties, the concept of copyright as defined by the Bern Convention 
expanded, in order to ensure the protection of intellectual property in the digital age. These 
adaptations were transposed into the Community Law through the 2001 / 29 / EC Copyright 
Directive."3  The 2001 Copyright Directive has introduced a mandatory exception for 
temporary copies on the Internet under strict circumstances and a list of exceptions and 
limitations to copyright, which includes private copying. It is evident that the storage of 
copyright protected material in the internal memory of an electronic device constitutes a 
reproduction which triggers discussions regarding the scope of the aforementioned private 
copying exception when the copies are made from an illegal source without the owner's 
authorization. 
The making available right 
The WIPO Treaties created the making available right in order to cover cases which involve 
interactive transmission. In Europe regarding online transmissions the 29/2001 EC Directive 
on Copyright in the Information Society has opted for an autonomous 'communication to 
the public' right, which includes the making available right. More specifically, with respect to 
online demand uses of their creative works, authors as well as holders of related rights 
enjoy the exclusive right of making their works available online to the public "in such a way 
that members of the public can access them from a place and a time individually chosen by 
them"(Article 3). This right is supposed to cover the uploaders' acts that make copyrighted 
files available through peer to peer networks by multiplying illegally the dissemination of 
works. This method of content distribution has inevitably increased difficulties in the 
clearance of rights of protected material and the assessment of the users' property rights in 
content acquired online.  
 
                                                           
3 Dionysia Kallinikou, Copyright and the Internet: Directive 2001/29 / EC,  Sakkoulas Editions, page 19 
 2. Balancing the rights of right-holders and those of users 
 
2.1. The collision between copyright and the public's right to information                                                                                                        
  
The absolute right of the author to allow or prohibit any use and exploitation of his or her 
work by any means and in any way, is considered to be the necessary complement for 
creative expression without any financial interventions or any kind of censorship. "Thus, 
since its emergence in the 18th century, the institution of intellectual property has operated 
as a motive for the production of intellectual works and ideas existing in these, and 
therefore as a means of cultural policy aiming at the strengthening of pluralism.”4 
Furthermore, the granting of exclusive exploitation rights is compatible with the public's 
right to information and communication through the introduction of exceptions and 
limitations provided by the law. However, it appears that the above balance has recently 
been disturbed since a totally opposite view is gaining ground among internet users. 
According to this view, the absolute right of the author and, as a result, the monopoly 
established in favor of Information and Communication Industries, due to the exclusivity of 
this right, raises an obstacle to the freedom of circulation of works and an arbitrary 
restriction to the citizens’ right to information, which limits their active and unconditional 
use in content provided over the Internet.  
More specifically, it is argued that, in the name of absolute intellectual property rights 
granted to them by authors, these enterprises working as representatives attempt to 
control access to works by intruding into areas that are beyond the scope of copyright 
protection. They claim furthermore that the current copyright legislation has as a sole aim 
the occupation of cyberspace by securing the aforementioned private financial interests and   
gradually excluding users from getting access to online works. It is therefore clear that a 
considerable part of the international society is refusing to comply with the content of 
copyright rules by challenging their democratic legitimization.  
                                                           
4 G. Koumantos, Litterary property, 8th edition, Ant. Sakkoulas publishing, Athens 2002 
  
2.2. Private copying and Downloading from unlawful sources  
 
Private copying entered the EU Copyright law through the limitation provision in Article 5(2) 
(b) of the Information Society Directive and since then constitutes a major topic of concern 
to right holders, intermediaries and users. Article 5(2) (b) sets out the private copying 
limitation which covers reproductions on any medium for private use and for personal 
purposes which can include a broader or narrower circle of family or friends. The condition 
of fair compensation, stated out as well, is linked to reproductions enabled by the limitation 
which are not authorized by the right holders directly and reflects the possible harm from 
the activities in question. Finally, the three step test applies according to which exceptions 
and limitations are to be applied only: 1)" in certain special cases," 2) "which do not conflict 
with a normal exploitation of the work or the subject-matter" and 3) "do not unreasonably 
prejudice the legitimate interests of the right holder" - Article 5 (5) InfoSoc Directive.  
The European Court of Justice (ECJ) has ruled on the above provision in several cases and 
most recently in ACI Adam Case C-435/2012. ACI Adam and other Dutch companies were 
importers and distributors of blank media such as DVD Cases, printable CDs etc., used for 
the reproduction of works by consumers and Stichting de Thuiskopie was the organization 
responsible for the collective management of the payment of the private copying levies and 
its distribution to the right holders in the Netherlands. ACI Adam and the others claimed 
before the District Court of Hague, that the collective management organization has 
collected the levies wrongly by assessing copies derived from unlawful sources5. The District 
Court and afterwards the Hague Court of Appeals rejected those claims on the grounds that 
neither the Directive nor the Dutch Copyright Act explicitly distinguish the source of 
reproduction activities which fall into the private copying provision, "therefore copying from 
an unlawful source would be permitted as long as there is no technical measure available to 
prevent such acts."6 The case made its way to the Dutch Supreme Court which asked the ECJ 
for a preliminary ruling. In its judgment, the Court pointed out that despite the Directive's 
silence on the issue of the source of reproductions, exceptions and limitations are to be 
                                                           
5 ACI Adam Case C-435/2012 paragraphs 10, 14 
6 ACI Adam Case C-435/2012 paragraphs 15-19 
interpreted strictly, thus not allowing Member States to implement them by extending their 
scope. Taking into consideration the three-step test, the Court notably stated that "national 
laws allowing reproductions from unlawful sources may infringe the second and third step 
of the test" (paragraph 38) . Finally the Court concluded that national laws which do not 
distinguish the source of the reproduction activities are not in conformity with EU law 
irrespective of the use of TPMs and do not ensure fair compensation, as the levies are raised 
disproportionately affecting the balance between right holders and users. 
3. File-Sharing and the Role of Internet Service Providers in 
Online Copyright Infringement  
  
Internet content is distributed, hosted and located by online intermediaries, whose part in 
the entire enterprise of the information society is thus vital. The menacing development of 
peer-to-peer software and the activities run by intermediaries (such as telecommunication 
companies, search engine, online marketplaces and social media) have inevitably brought 
their role in online copyright infringements to the forefront especially since the exchange of 
digital material protected by copyright has been facilitated due to the availability of high-
speed connections and the adoption of new communication platforms. Due to the difficulty 
in reaching and going after the primary infringers who are the Internet users individually, 
institutional action has developed so that copyright owners can direct their legal actions 
against those who facilitate the dissemination of information and permit access to resources 
that could lead to illegal file-sharing of protected content or develop the technical means to 
make infringements online possible. Under this scope, the issue of whether intermediaries 
should take or share responsibility in relation to the content of communications is hotly 
debated among legal and political circles. As it will be further examined in the following 
sections, Copyright legislation and the EU Community rules establishing fundamental rights 
and freedoms are the key tools when evaluating the secondary liability of intermediaries in 
the chain of peer to peer transactions.  
3.1. The EU legal framework on Copyright and Information society services 
 
European Union law has been vague and complex with regard to the role of internet service 
providers (ISPs) in the battle against intellectual property infringements on the Internet. 
Since not all the available EU legislative instruments are compatible with each other, their 
interpretation depends on the weighing of the conflicting rights which proves to be a 
challenging task in order for a balance to be struck.  
 Issues  of liability of  ISPs are dealt with under the 2000/31/EC Directive on E-
Commerce  in articles 12-14 also known as "safe harbor provisions" which cover the 
activities of (a) "mere conduit": situations where the intermediary provides the 
channel by means of which the information is transmitted, irrespective of the 
legitimacy of the content transferred, (b) "caching": which is the automatic 
temporary storage of that information in order for the transmission to be efficient, 
( c) "hosting": which is the storage of information that is transmitted on the 
providers' systems. Based on whether they had actual knowledge regarding the 
infringing acts and whether they perform these activities in a mere technical and 
passive way, ISPs are exempted from liability in the aforementioned cases according 
to article 15 (1) which states that Member States "shall not impose a general 
obligation on them to monitor the information they transmit or store, nor a general 
obligation actively to seek facts or circumstances indicating illegal activity."  However, 
according to paragraph 2, Member States may establish the obligation for ISPs to 
inform the competent public authorities of alleged illegal activities at their request 
and disclose information enabling the identification of the alleged infringers. 
 Regardless of the issue of liability, Member States are under the obligation to 
"ensure that right holders are able to apply for an injunction against intermediaries 
whose services are used by a third party to infringe a copyright or related right" as 
provided in article 8(3) of the Information Society Directive 2001/29/EC and in the 
Recital 45 of the previous Directive, on the grounds that they provide they only 
means through which individuals can access the Internet. The protection granted by 
this provision is however incompatible with the article 15(1) regarding the ISPs 
whose services are covered under articles 12-14 of the E-Commerce Directive, thus it 
would be substantially diminished if the term 'intermediaries' was to be construed as 
not covering access providers. The CJEU has dealt with this issue in LSG v. Tele2 C-
557/07, confirming that ISPs which provide only internet access service are vastly 
used by subscribers who violate intellectual property rights, therefore cannot be 
excluded from the scope of the 2001/29 Directive.  
 Among the current legal instruments, the Enforcement Directive (Directive 
2004/48/EC) stipulates the most structured set of sanctions against the violation of 
intellectual property rights and harmonizes the means provided for the effective 
protection of the right holders and their representatives. According to article 8 (1) 
Member States shall ensure that the competent judicial authorities have the 
discretion to order, in response to a justified and proportionate request of the 
claimant, the disclosure by ISPs of information concerning their subscribers who 
have been involved in illegal conducts irrespectively of the provisions dealing with 
the secondary liability matter.  
 Finally, a core provision in relation to unauthorized sharing of copyright protected 
material is Article 41(1) and (2) of the TRIPs Agreement (Agreement on Trade-
Related Aspects of Intellectual Property Rights), where the Members of the 
Agreement shall insure that fair and equitable enforcement procedures are available 
under their legislation so as to permit effective action against any act of 
infringement of IP rights covered by this Agreement. 
3.2. The EU legal framework on personal data and privacy 
 
All the above mentioned EU Directives contain some reservations concerning privacy issues 
and secrecy of communications in the provisions of articles 1 (5), 9 and 2 (3) (a) respectively. 
More specifically, those provisions shall not affect the Community provisions governing the 
protection of personal data (95/46/EC Directive) and e-privacy (2002/58/EC Directive.) 
 The 95/46/EC Directive on the protection of individuals regarding the processing of 
personal data and the free movement of such data, permits any operation which is 
performed upon personal data as along as it is considered necessary for the 
purposes of the legitimate interests of the parties to whom the data are disclosed 
and does not override the fundamental rights and freedoms or interests of the 
individual data subject (Article 7). Moreover, according to article 13 (1) the scope of 
protection may be restricted under national legislative measures introduced by the 
Member States in order to safeguard national security and defence, public security, 
the prevention, detention or prosecution of criminal offences and other conditions 
as specified.  
 The 2002/58/EC Directive on the processing of personal data and the protection of 
privacy in the electronic communications, provides in article 5 (1) that "Member 
States must ensure the confidentiality of communications by means of a public 
communications network and publicly available electronic communications services, 
and of the related traffic data". It is important to note that this provision concerns 
only the communication between the suppliers-providers of the available 
communication networks or services and the end-users, ergo in the case at issue: the 
ISPs and their subscribers. 
 
3.3. Relevant Case Law of the Court of Justice of the European Union (CJEU) 
 
In the previous section it is made evident that EU law has been vague and not taken a clear 
stance so far on the term 'intermediary' to be interpreted as including mere access 
providers when it comes to liability issue and on the disclosure of personal data to private 
third parties for the purpose of civil proceedings. The CJEU has therefore dealt with these 
issues throwing some light as to what measures fall within the scope of the 'general 
obligation to monitor' and how the authorities and courts of the Member States should 
interpret their national law when implementing the measures predicted in the EU Directives. 
The Court dealt with the ambivalent issue of the retention and disclosure of personal data 
of alleged copyright infringers in the famous Promusicae v. Telefonica Case 275/06. In this 
case a conflict was created between the fundamental rights of copyright holders (the right 
to property and the right to an effective remedy and to a fair trial) and those of the end-
users (the right to privacy and to protection of personal data). It came to the conclusion that 
regardless the protection provided in the TRIPs Agreement against any act of infringement 
and the fact that Directives 2000/31, 2001/29, 2004/48 and 2002/58 do not prevent 
Member States to implement measures that restrict the secrecy of personal data, the EU 
Law does not impose any such obligation to do so.7 However, the Court pointed out that the 
Community law requires that Member States when transposing these Directives they should 
rely in an interpretation that strikes a fair balance between the aforementioned 
fundamental rights and most importantly the general principle of proportionality.8 
The court reached the same outcome in LSG v. Tele2 C-557/07 case where also ruled that 
the telecommunications company in question was an 'intermediary' within the meaning of 
article 8(3) of the Information Society Directive even though its service was limited to 
internet access, on the grounds that such ISPs are the only holders of information which 
allow the identification of alleged infringers, ergo the aim of the provision will be 
substantially undermined if they are excluded.  
In two other cases, the questions referred to the CJEU concerned the preventive measure of 
filtering. The Court was asked whether Member States are allowed to impose within the 
meaning of 'a general monitoring obligation' on all ISPs a filtering system to all their 
subscribers and their services, particularly those involving the use of peer to peer software, 
and an unlimited period of time in order to gather evidence for the alleged illegal sharing 
and eventually block the transfer of such files. In both cases, Scarlet v. SABAM C-70/10 and 
SABAM v. Netlog C-360/10, the Court ruled that the relevant EU Directives in the light of the 
requirements of Community law should be construed as precluding preventive policies 
imposed on internet service providers which require the installation of an indiscriminate 
filtering system that leads to a highly invasive measure of blocking. On the contrary these 
measures should provide a targeted monitoring of certain IP addresses in order to identify 
the copyright violations and be suitable, necessary and proportionate in line with the 
general principles of the acquis communautaire. Finally, in the Bonnier Case C-461/10 the 
CJEU throw some light to the duty to retain data argued by the ISPs in conformity with 
Directives on data protection and e-privacy but also with the 2006/24 Directive on data 
retention. According to article 1(1)  and 6 of this Directive, Member States shall ensure that 
the data specified in article 5 ( among which IP addresses are included) are retained for a 
period of not less than six months and not more than two years from the date of 
                                                           
7 Promusicae v. Telefonica Case 275/06 paragraph 60 of the CJEU judgment 
8 Irini A. Stamatoudi,  Copyright Enforcement and the Internet Data Protection, Secrecy of Communications 
and Copyright: Conflicts and Convergences – The Example of Promusicae v. Telefonica , Wolters Kluwer 2010 
pages 214-215 
communication  by the providers of publicly available electronic communications services or 
networks in order to ensure that the data are available for the purpose of the investigation, 
detection and prosecution of serious crimes, as defined by national laws of each Member 
State. As the CJEU clearly stated in paragraph 45, the Directive on the retention of data does 
not preclude the implementation through national law of article 8 of Directive 2004/48/EC 
which permits an ISP to disclose information to copyright holders in civil proceedings, since 
data retention does not apply to civil proceedings but only to criminal proceedings 
according to the scope of the Directive.  
 
3.4. Relevant national case law 
 
In order to comprehend the Member States' inclination towards the aforementioned 
matters it is crucial to overview how the National courts of different EU Member States 
have dealt with the liability of ISPs so far. 
In Peppermint Jam v. Telecom Italia9, the Court of Rome decided that identity disclosure 
requests were unacceptable when occur without the consent of the person at interest on 
the grounds that the confidentiality of electronic communications and personal data traffic 
between private parties constituted a fundamental right under the Italian Constitution. In 
Austria as well, the Supreme Court rejected that kind of request by an Australian collecting 
society to an Austrian ISP based on the fact that Austrian law did not expressively permitted 
the retention and communication of personal data for the purpose of investigation of 
intellectual property infringements. 
In the Netherlands, the Dutch Supreme Court ruled in two major cases ( Lycos/Pessers case 
and BREIN v. UPC/Chello case10) that according to the circumstances at issue copyright 
protection may override privacy and ISPs may be obliged under the Dutch law to disclose 
                                                           
9 Irini Stamatoudi, "ACTA, internet service providers and the acquis communautaire" in (ed.) J. Rosen, 
Intellectual Property at the Crossroads of Trade published by Edward Elgar Publishing Limited , 2012 ,page 257 
 
10 Alain Strowel, Peer-to-peer File Sharing and Secondary Liability in Copyright Law published by Edward Elgar 
Publishing Limited , 2012 ,page 218 
 
 
 
information requested by the right holders in order for them to protect their right of 
exploitation. 
A similar approach was followed in France. More specifically, after the SCPP v. Anthony G 
judgment, many copyright rightholders addressed to the French Data Protection Office to 
collect private information of alleged infringers. The Data Office rejected those requests, 
however the Conseil d'Etat permitted the disclosure of private data given that it was 
designated for specific users only and given the menacing extent of piracy in France. 
Additionally, on November 28, 2013 the Supreme Court of Paris ordered a series of internet 
service providers to apply whatever effective measures needed, including web blocking to 
prevent access to illegal download services like Allostreaming, Alloshare and Allomovies. It 
also ordered some search engines like Google, Yahoo and Bing to remove all those search 
results that refer to websites with illegal content.  
The German Federal Supreme Court in GEMA v. Rapidshare case (August 2013) ruled that 
providers of file hosting services should conduct a thorough periodic review of the links  
which refer to their services  when due to this  business operation model,  the provider 
benefits from copyright infringements conducted by the users. 
  
In Greece, Decision 4658/2012 constitutes the first court order  for an injunction against 
intermediaries whose services were used by third parties copyright violation according to 
the Article 64A of the Greek Copyright Act transposing the 2001/29 Directive. In this case, 
the court ordered the obligation of ISPs to take preventive technological measures against 
illegal exchange of digital material by blocking the access to these website platforms that 
provide the infrastructure. However, in more recent cases (Decision 13478/2014 and 
10452/2015 ) , the Court of First Instance of Athens rejected the requests of various Greek 
collecting societies to order the application of appropriate technological measures such as a 
filtering system by the ISPs which eventually would lead to the blocking of these websites 
that were involved in infringing activities. The Court ruled that the preventive measure of 
blocking is disproportionate since it applies indiscriminately to websites that host legitimate 
content as well. On the 23rd of December 2015 the new bill which implements the measures 
provided in the Directive 2014/26/EU of the European Parliament and of the Council of 26 
February 2014 on collective management of copyright and related rights and multi-
territorial licensing of rights in musical works for online use in the internal market entered 
into a public consultation introducing a new article (66 E) in the Greek Copyright Act 
regarding the penalties for copyright violations via Internet. The new administrative 
procedure allows right holders to address to the internet service providers in order to 
remove the illegal material or to prohibit access to it. A fine of €500-€1000 for each day of 
non-compliance by the ISPs is also provided.    
Critique: assessing the introduction of ISP'S responsibility for dealing with 
copyright infringement and online piracy 
 
Under these new circumstances created due to the rapid development of the digital 
information society, copyright holders and policy makers have come to realize that the 
introduction of a new copyright enforcement regime should include the assistance of 
Internet service providers. First of all, being the 'gatekeepers of the Web', their technical 
contribution to the procedure is decisive since they own the special means required for the 
identification of the users that allegedly conduct infringing activities in order to take legal 
actions against them. Secondly, the involvement of ISPs constitutes a more financially 
affordable way for the right holders to protect their interests since copyright litigation 
procedures against file-sharing service providers and users directly, has proven unsuccessful 
and costly as mentioned in the previous chapter. Finally, ISPs "have a social obligation to 
participate in the enforcement process because they otherwise derive an unfair benefit 
from infringing behavior on their networks" leading to an alleged support of online piracy 
accusation.11 
Concluding remark: The existing statutory and case law as analyzed above, leads to the 
conclusion that the regulatory instruments no longer seem capable of guaranteeing the 
protection of the interests of right holders while ensuring the public's access to information 
and respect for privacy. It is up to Member States to provide in their national laws fair and 
equitable measures in order to ensure the protection of copyright holders or their 
representatives. Member States are thus free to decide the content of the system applied, 
                                                           
11 Nicolas Suzor and Brian Fitzgerald, “The legitimacy of graduated response schemes in copyright law”(2011), 
Volume 34(1) U.N.S.W. Law Journal , p. 3 http://nic.suzor.net/wp-content/uploads/2011/08/Suzor-Fitzgerald-
2011-Graduated-Responses-UNSW.pdf 
weighing the various conflicted fundamental rights involved. The attainment of an equilibre 
seems challenging as questions, regarding the impact of the activities carried out by 
intermediaries on the individuals' exercise of their fundamental rights of freedom of 
expression, privacy or property, remain open and will be analyzed in the following chapter. 
4. The adoption of a Graduated Response System at EU Level 
 
4.1. System Description - The French and the UK approach  
 
The Graduated Response system (also known as the "three strikes " system) constitutes an 
alternative copyright enforcement proposal which is based on the tracking of online 
activities in collaboration with the internet service providers aiming at educating the 
Internet users who get involved in illegal file-sharing in order to become morally engaged 
towards the threat of copyright violation for the economy, the creativity and the cultural 
diffusion. 
France and the UK were the first EU Member States that implemented the Graduated 
Response system through hard law provisions. Other countries have also enacted legislative 
or soft law schemes in order to eliminate copyright infringements online, such as Sweden, 
Ireland, the Netherlands, Italy , Spain and more recently Greece.  
 
The French HADOPI Law 
 
This innovative legal mechanism was introduced during 2009 and is separated in three steps: 
the monitoring of lawful and unlawful uses of protected material by the HADOPI Authority 
(High Authority for the Diffusion of Works and the Protection of rights on the Internet) , the 
warning notifications and finally the suspension of Internet access. 
Firstly, copyright holders monitor web activities through "sworn agents of right owners 
groups (and collecting societies) that have been accredited by the Ministry of Culture.”12 In 
case they detect copyright violations, they notify HADOPI which then examines indications 
                                                           
12 Alain Strowel, “The graduated response in France: Is it the good reply to online copyright infringements?” in 
Irini A. Stamatoudi (ed.), Copyright Enforcement and the Internet, Wolters Kluwer 2010, p.149 
provided and if they are proven confirmed, the French administrative authority uses the IP 
addresses that have been obtained by the specialized companies in the tracking process, in 
order to promote them to the internet services providers requesting supplementary data 
about the infringers. Once the previous requirements have been fulfilled, HADOPI proceeds 
to the next step which is the notification of the owners of the IP addresses, via ISPs, through 
educational emails. If within six months from the first notification, the subscriber continues 
the illegal activities, a second notification is sent. If however the infringing conduct has not 
been eliminated within a year, the authority conducts a further investigation on the 
information provided on the copyrighted works that were violated and drafts a report on 
whether an Internet account suspension should follow. This report is given to the general 
attorney who after examining the significance of the findings decides upon the initiation of a 
criminal procedure. Sanctions can also be imposed when the alleged infringer has been 
found not guilty but neglects to meet the duty of securing his online communication. The 
part of the HADOPI law that allowed for suspension of internet access to a repeat infringer 
was revoked on 8 July 2013 by the French Government because that penalty was considered 
to be disproportionate however the power to impose fines or other sanctions on repeat 
infringers remained in effect. 
 
The UK approach: The Digital Economy Act 2010 (DEA) 
 
The UK legislative scheme was introduced to Parliament of the United Kingdom on 20 
November 2009 and it received Royal Assent on April 8, 2010. It consists of two kinds of 
obligations ("Initial" and "Technical") imposed on ISPs in order to detect copyright infringers 
on their networks. The Initial Obligations include the notification of the subscribers through 
a "copyright infringement report" (CIR) by the copyright holders despite of whether they got 
involved directly or indirectly in online activities that violate copyright. The second step 
includes the drafting of an anonymous "copyright infringement list" of the repeatedly 
alleged infringers. «According to Section 4, these lists must not enable any subscriber to be 
identified" and should only assist the copyright holders to prosecute these subscribers by 
obtaining a court order to get the personal details from the ISPs. 
After the Initial Obligations Code has been in force for one year, the Act provides for a 
second set of measures to be brought in, the "Technical obligations" which include the 
restriction or limitation of the speed of the Internet connection, or access to particular 
material online, and an ultimate sanction the Internet disconnection. The implementation of 
the Digital Economy Act has not been completed yet. The implementations of both the 
initial and technical measures require the adoption of Codes in order to come into effect. 
The competent supervising authority, the UK Office of Communications (OFCOM), issued in 
June 2012 a consultation document regarding the "Initial Obligations Code and still has not 
received parliamentary consent, technical measures are to be brought in under another 
code as well. It is noteworthy that "Technical obligations" will only be imposed on ISPs if the 
"Initial Obligations" fail to meet their aim in eliminating online piracy issue, so currently they 
have no power. 
 
4.2. EU Attempts of the Graduated Response system 
 
Moving from the national to EU level, the current absence of a unified Graduated Response 
adoption is noted. However, there have been several EU initiatives and attempts towards 
the adoption of a uniform Graduated Response enforcement system. In the following 
sections, it is examined how the establishment of an EU policy framework has been 
attempted and whether the implementation of this revolutionary system would be 
compatible with the fundamental human rights of freedom of expression, privacy and 
protection of personal data. 
 
The Memorandum of Understanding on the Sale of Counterfeit Goods over the Internet 
 
On the 4th of May 2011, right holders and Internet service providers agreed on a non-
binding Memorandum of Understanding which aimed at stimulating an alliance against 
Counterfeit online trade and unauthorized sharing of copyright protected works. The 
Memorandum contains the application of notice and take down procedures in a responsible 
and accurate way without undue delay. Signing this agreement, the Internet service 
providers commit to take effective, proactive and preventive measures against 
unauthorized online sale of goods and illegal exchange of copyright protected material and 
rights holders commit to implicate the measures in good faith, avoiding unjustified, 
unfounded and abusive notifications. 13 On 18 April 2013, the Commission adopted a report 
on the functioning of this MoU. The report demonstrated that, "in parallel with legislation, 
voluntary cooperation significantly contributes to curbing online counterfeiting and that it 
can provide flexibility to adapt quickly to technological developments and deliver efficient 
solutions. The MoU contributes to enhanced trust in the online Internal Market and in so 
doing helps the EU's Digital Market to grow."14 Nonetheless, this code of conduct creates 
only ethical obligations and their fulfillment is at the discretion of the parties. 
 
The Telecoms Package 
 
The reform of the European Union Telecommunications Framework (The Telecoms Package) 
from 2007-2009 was the first attempt to introduce Graduated response measures in 
copyright enforcement, aiming at the establishment of  a common set of regulations for the 
telecoms industry across all 27 EU member states. The controversy over copyright arose 
because of two amendments mandating Internet Service Providers to enforce copyright via 
a "three strike" policy. The public heated debate was eventually resolved during the Third 
Reading, when the European Parliament drafted a new provision, known as Amendment 
138 that reminded Member States of their obligations under the European Convention of 
Human Rights and most importantly under the right to freedom of expression and opinion, 
the right to privacy and due process. This compromising amendment (widely known as the 
'Freedom provision') inserted a prior, fair and impartial  judicial procedure before imposing 
the ultimate sanction of Internet disconnection to the Internet users aiming at the 
prevention of a three strikes regime being legitimated at an EU level.15 
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the-sale-of-counterfeit-goods-over-the-internet 
 
14 http://ec.europa.eu/growth/industry/intellectual-property/enforcement/index_en.htm 
 
15 The text of Article 1.3a (the so-called "Freedom Provision") states that: 
 The Anti-Counterfeiting Trade Agreement (ACTA) 
 
The negotiations over this multinational treaty began in 2006, aiming at the establishment 
of stronger international standards for intellectual property rights enforcement. However, it 
came to the attention of the lobbyists in 2008 when it became clear that ACTA was intended 
to battle the global escalation of counterfeit products ' trade and especially copyright 
infringements on digital goods transmitted via Internet.16 In 2011, the agreement was 
signed by 22 EU Member States resulting in heated debates and protests by citizens not only 
across Europe but worldwide as well. Finally, the European Parliament rejected ACTA in 
2012 terminating the scenarios that a viable implementation of the treaty can take effect in 
the EU. It is noteworthy that in order for the agreement to enter into force, it has to be 
ratified by six signatory countries. Up to June 2015, it has only been ratified by Japan. 
ACTA was the first multinational attempt for the implementation of a Graduated Response 
mechanism based on the cooperation between service  providers  and  right  holders  to  
address  relevant  infringements  in  the  digital environment”.17 This “cooperation” 
facilitates the right holders' request of information about the possible infringers by the ISPs 
which leads to their identification. After the identification, the rights holders can request 
                                                                                                                                                                                      
"3a. Measures taken by Member States regarding end-users access’ to, or use of, services and applications 
through electronic communications networks shall respect the fundamental rights and freedoms of natural 
persons, as guaranteed by the European Convention for the Protection of Human Rights and Fundamental 
Freedoms and general principles of Community law. 
Any of these measures regarding end-users’ access to, or use of, services and applications through electronic 
communications networks liable to restrict those fundamental rights or freedoms may only be imposed if they 
are appropriate, proportionate and necessary within a democratic society, and their implementation shall be 
subject to adequate procedural safeguards in conformity with the European Convention for the Protection of 
Human Rights and Fundamental Freedoms and with general principles of Community law, including effective 
judicial protection and due process. Accordingly, these measures may only be taken with due respect for the 
principle of the presumption of innocence and the right to privacy. A prior, fair and impartial procedure shall 
be guaranteed, including the right to be heard of the person or persons concerned, subject to the need for 
appropriate conditions and procedural arrangements in duly substantiated cases of urgency in conformity with 
the European Convention for the Protection of Human Rights and Fundamental Freedoms. The right to 
effective and timely judicial review shall be guaranteed. 
16  European Commission “What ACTA is about”, available at: 
http://trade.ec.europa.eu/doclib/docs/2012/january/tradoc_149003.pdf 
 
17 Margot E. Kaminski, “An overview and the evolution of the Anti-Counterfeiting Trade Agreement” (2011), 
PIJIP Research Paper No. 2010-19, p.7 
http://digitalcommons.wcl.american.edu/cgi/viewcontent.cgi?article=1019&context=research 
ISPs to terminate the Internet accounts of the alleged infringers. As it would be further 
analyzed in the following section, ACTA failed to strike a balance between the protection of 
intellectual property and the safeguarding of Internet users ' human rights, its rejection 
therefore was considered a victory of the free sharing of culture online.  
Although ACTA is considered to be of the European agenda on copyright enforcement 
reform, Members of the European Parliament voted to strengthen the protection of 
copyright, patent and trademarks in the European Commission's negotiating mandate for 
TAFTA (the Transatlantic Free Trade Agreement between the European Union and the 
United States of America). However, this newly introduced agreement raises suspicions 
about the transparency of the negotiations and the legitimacy of the measure proposed. As 
Jérémie Zimmermann, spokesperson for the citizen organization La Quadrature du Net 
declares, “MEPs gave the go to the inclusion in TAFTA of copyright and patent enforcement 
provisions, against the demands of European and international organizations. This decision 
is the first step to a new trade agreement which could hurt our fundamental freedoms and a 
free Internet in the name of protecting the interests of the entertainment industry. From a 
democratic perspective, it is essential for all forthcoming negotiations to be transparent and 
respectful of fundamental rights that we, citizens, play a role in the process.”18  
CETA  is  another  trade  agreement  that  has  been  negotiated  since  2009  by  Canada  
and  the European  Union.  Currently, it is in its final stages. Similar to the TAFTA agreement, 
CETA includes as well provisions dealing with the protection of IP rights but according to 
some leaked documents it "echoes word for word the worst parts of ACTA, as criminal 
sanctions and repressive copyright clauses".19 
Concluding remark: This short reference of the EU attempts so far reveals the existing 
tendencies towards the adoption of the Graduated Response system not only across Europe 
but also globally. It is has become apparent for the States to assess if this system constitutes 
a viable solution after all.  
                                                           
18  TAFTA: First Step Towards a Super-ACTA submitted on 23 May 2013 
https://www.laquadrature.net/en/tafta-first-step-towards-a-super-acta 
 
19 https://www.laquadrature.net/en/CETA 
5. The compatibility of a Graduated Response System at EU  
level with the fundamental human rights of privacy, data  
protection and freedom of expression 
 
Despite its promising contribution in the fight against online piracy, the Graduated system 
has triggered a serious amount of protests and objections especially from Internet user 
communities and consumer advocates but also academic commentators and policymakers, 
due to its rather aggressive tactics. The compatibility of the Graduated Response system 
with the fundamental rights of the Internet users is therefore highly contested. Should 
copyright prevail over the above mentioned human rights? Can this system coexist with 
fundamental principles of the Community law? The following analysis focus on each of the 
three steps of the enforcement mechanism: 1) online filtering and surveillance, 2) IP 
addresses processing and disclosure, 3) Internet account suspension and how these 
measures that have been incorporated into both domestic laws and international 
agreements threaten the protection of the fundamental human rights. 
5.1. The protection of Intellectual Property as a fundamental right 
According to article 17 (2) of the EU Charter of Fundamental rights: "Intellectual Property 
shall be protected." This inclusion of intellectual property in article 17 which protects 
property in general, explicitly aims at protecting it as a form of property. Case law of the 
European Court of Human Rights has also confirmed that IP rights fall within the scope of 
article 17. 
The Universal Declaration of Human Rights (UDHR) defines 'intellectual property right' in a 
more detailed provision. According to article 27 (2): "Everybody has the right of the moral 
and material interests resulting from any scientific, literary or artistic production of which he 
or she is the author." Article 15 (1) ( c ) of the International Covenant on Economic, Social 
and Cultural Rights (ICESCR) also recognizes the right to the protection of interests in 
intellectual creations. 
Notwithstanding the recognition of the right to the protection of interests in intellectual 
creations as a fundamental right under the aforementioned provisions, it is crucial to 
comprehend that this right does not cover all the forms of intellectual property as enshrined 
in the TRIPS Agreement. More specifically, the Committee on Economic, Social and Cultural 
Rights clarifies that intellectual property rights as provided in other regional or international 
legal instruments should not be equated with the human right recognized under the UDHR 
and ICESCR provisions.20 To achieve these goals, the Covenant mandates that States Parties 
undertake a series of steps. These include “those necessary for the conservation, the 
development and the diffusion of science and culture"(Article 15.2, ICESCR).  To sum up, it is 
noted that a human rights approach differs from the standards set by intellectual property 
legal instruments since "policy makers and legislators do not factor human rights 
considerations into decision-making on intellectual property regimes, and instead rely 
primarily on economic considerations."21 Nonetheless, it is also important to bear in mind 
that the declaration of human rights should be universal in nature in order to avoid tensions 
and conflicts. 
5.2. The fundamental rights to privacy and personal data protection 
The right to privacy is instituted in article 8 (1) of the European Convention of Human Rights 
(ECHR) which provides that: "Everyone has the right to respect for his private and family life, 
his home and his correspondence."  As far as the right to personal data protection is 
concerned, the European Court's of Human Rights interpretation of article 8 through its case 
law, indicates that it constitutes an aspect of the right to privacy since "the protection of 
personal data is of fundamental importance to a person's enjoyment of his or her right to 
                                                           
20 As the Committee explained "In contrast to human rights, intellectual property rights are generally of a 
temporary nature, and can be revoked, licensed or assigned to someone else. While under most intellectual 
property systems, intellectual property rights, often with the exception of moral rights, may be allocated, 
limited in time and scope, traded, amended and even forfeited, human rights are timeless expressions of 
fundamental entitlements of the human person. Whereas the human right to benefit from the protection of 
the moral and material interests resulting from one’s scientific, literary and artistic productions safeguards the 
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to enjoy an adequate standard of living, intellectual property regimes primarily protect business and corporate 
interests and investments. Moreover, the scope of protection of the moral and material interests of the author 
provided for by article 15, paragraph 1 (c), does not necessarily coincide with what is referred to as intellectual 
property rights under national legislation or international agreements". (Committee on Economic, Social and 
Cultural Rights (2006), General Comment No. 17: The Right of Everyone to Benefit from the Protection of the 
Moral and Material Interests Resulting from Any Scientific, Literary or Artistic Production of Which He or She Is 
the Author (Article 15, Paragraph 1(c), of the Covenant), para. 1, E/C.12/GC/17 
http://www.refworld.org/docid/441543594.html ) 
21 A Human Rights Perspective on Intellectual Property, Scientific progress, and Access to  the  benefit of 
science by Audrey R. Chapman, Ph.D., Director, Science and Human Rights Program, American Association for 
the Advancement of Science(Washington, D.C., United States of America) 
http://www.wipo.int/edocs/mdocs/tk/en/wipo_unhchr_ip_pnl_98/wipo_unhchr_ip_pnl_98_5.pdf 
respect for private and family life.”22 As previously analyzed, the CJEU in the Promusicae v. 
Telefonica Case also shares the same view, stating that the protection of personal data is an 
inherent part of the right to private life and has a fundamental right status.  
A similar protection and recognition of the rights to privacy and personal data is found in 
articles 7 and 8 of the EU Charter. Article 8 further establishes the fundamental principles 
concerning the processing of personal data in paragraph which include: fair treatment, the 
consent of the data subject and only for purposes that are set out by law, the right of every 
person to access to data which have been collected and the right to have it rectified. 
The main controversies regarding the application of a Graduated Response systems at an EU 
level concern the process under which online copyright violations are detected and alleged 
infringers are identified. As it has been extensively described in the previous chapter, these 
surveillance mechanisms, aiming at the collection and processing of the subscribers IP 
addresses which further leads to the disclosure of such data to the copyright holders, 
amount to an interference with the Internet users' human rights since "they entail the 
generalized monitoring of Internet users' activities, including perfectly lawful ones and are 
carried out by private parties, not by law enforcement authorities".23  
In this section, the assessment of the policies introduced by the Graduated Response 
systems is based on the conditions outlined in article 8 (2) ECHR. According to this provision, 
any enforcement measure that restricts the rights to privacy and personal data protection 
must be in accordance with the law and necessary in a democratic society. Hence, in order 
to proceed with this evaluation, it is necessary to examine each of these measures in 
conformity with the Community law and especially the principle of proportionality.   
Firstly, the indiscriminate monitoring mechanisms, in order to detect illegally downloaded or 
uploaded material, affect in an intrusive manner all the subscribers who are getting involved 
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30562/04 and 30566/04 par. 103 
23 Opinion of the European Data Protection Supervisor on the proposal for a Council Decision on the 
Conclusion of the Anti-Counterfeiting Trade Agreement (ACTA), 24 April 2012, available at: 
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into P2P file sharing, irrespective of whether they conduct perfectly legal activities, thus fail 
to fulfill the criteria as they are neither necessary nor proportionate.  
Furthermore, regarding IP address processing it is noted that enforcement systems where 
the identification and disclosure of the personal data of the alleged infringers is conducted 
under no judicial guarantees and without a court decision verifying the copyright 
infringement are deemed to be highly threatening from a human rights point of view. Finally, 
these measures raise serious concerns regarding their reliability as identification methods 
since they only indicate IP accounts and accordingly their owners, who may not be directly 
or indirectly involved with any of the infringing activities, simply because someone else used 
their Internet connection. 
5.3. The right to Freedom of opinion and expression 
 
Having examined the conflict between monitoring and IP address processing measures with 
the rights to privacy and personal data protection, the assessment now moves on to the 
ultimate sanction provided by the Graduated Response system: the suspension of Internet 
access and its compatibility with the right to freedom of opinion and expression. 
Freedom of expression is instituted in articles 10 of the ECHR and 11 of the EU Charter as 
the right of every individual to "hold opinions and to receive information and ideas without 
interference by public authority and regardless of frontiers." This right therefore clearly 
establishes the free sharing of information and ideas as a manifestation of the freedom of 
expression. The right of freedom of opinion and expression is also provided in Article 19 of 
the Universal Declaration of Human Rights with the same wording. 
Although it has been hotly debated whether this rights is extended to a right of Internet 
access, UN Human Rights Bodies and the majority of academic commentators contend that 
the right to freedom of opinion and expression applies to the Internet which is also 
implicated in the General Comment No. 34 of the Human Rights Committee's interpretation 
of article 19 of the ICCPR.24  
                                                           
24 States parties should take account of the extent to which developments in information and communication 
technologies, such as internet and mobile based electronic information, dissemination systems, have 
In the digital era, Internet access is of paramount importance to the exercise and the 
fulfillment of the right to freedom of expression and the right to information. The Internet, 
apart from being a limitless source of information, is a powerful communication tool for the 
citizens' active participation in political, cultural, economic and social life in a democratic 
society. Through the Internet, people can communicate with each other, increase their 
education by taking distance learning courses, look up information. In recent years it is 
noted as well that more and more governments and private companies have used the 
Internet to disseminate information and to facilitate several services such as, tax filing, 
license plate renewal, online banking and commerce.  
Thus, internet disconnection constitutes not only a sanction but also a severe restriction of 
the enjoyment and exercise of the right to freedom of opinion and expression in the digital 
world which further impedes the exercise of other fundamental rights, such as the right to 
education, the right to healthcare and finally citizens are deprived of the ability to fully 
participate in the affairs of today's society. 
Concluding remark: The advent of the new digital communication technologies has posed 
considerable challenges to copyright holders who therefore desperately seek for a viable 
solution that will strengthen digital copyright enforcement at both domestic and 
international level. However, the adoption of a Graduated System Response as proposed so 
far copyright seem to prevail over the Internet users' rights and no fair balance has been 
achieved between these conflicting interests. In order to address the issue more effectively, 
policy makers should not ignore the human rights interests involved and  should make their 
utmost efforts to eliminate the internal conflicts and convergences. 
 
                                                                                                                                                                                      
substantially changed communication practices around the world. There is now a global network for 
exchanging ideas and opinions that does not necessarily rely on the traditional mass media intermediaries. 
States parties should take all necessary steps to foster the independence of these new media and to ensure 
access of individuals thereto. Human Rights Committee (2011), General Comment No. 34 –Article 19: 
Freedoms of Opinion and Expression, para. 15, CCPR/C/GC/34 
 
6. EU Digital Agenda – New inclinations and goals towards 
Copyright Enforcement 
 
The analysis in the previous chapter shows that so far none of the legislative schemes or 
international agreements were able to strike a proportionate balance between the 
conflicting interests nor a proportionate technical solution is found that could successfully 
permit the filtering and blocking of illegal transmissions while safeguarding the fundamental 
users' rights and the limited exemption regime provided for the intermediaries under the 
2000/31/EC Directive on E-Commerce. However, the legal basis for the implementation of a 
Graduated Response system exists (the Telecoms Package) and history has shown that the 
"three strikes system" is never off the European agenda. 
6.1. The EC review of the Intellectual Property Rights Enforcement Directive 
2004/48/EC 
In 2011, the EU Commission published a "roadmap" to the review of the Directive on 
Intellectual Property Enforcement due to the inadequate and ineffective legal framework 
and the urgent need to modernise the copyright rules in the light of the digital revolution. 
The Commission's priority is to adapt the Directive to today’s challenges in order to make 
sure that intellectual property rights can be protected effectively and uniformly and to 
establish a well-functioning market place, where right holders can license and be paid for 
the use of their content, including content distributed online. It is noteworthy that no abuse 
has been identified regarding the provision of personal data by Internet intermediaries, the 
focus instead is on developing the techniques for obtaining evidence. Nonetheless, the 
proportionality of the policy options will be examined especially with regard to the right to 
privacy and other fundamental rights protected by the EU Charter. A public consultation on 
the report on the application of the Enforcement Directive was carried out between 
December 2010 and March 2011 via the internet. Through this public consultation and the 
public hearing held on 7 June 2011, all stakeholders have had the opportunity to express 
their views on the subjects raised in the report.25 As announced in the Communication on a 
Digital Single Market Strategy for Europe, the Commission will make proposals in 2016 to 
modernise and harmonise the enforcement of intellectual property rights, focusing on 
commercial-scale infringements (the 'follow the money' approach) as well as cross-border 
applicability to ensure a safe online environment for business operators and consumers. On 
9 December 2015 the Commission introduced its first proposal: the "Regulation on the 
cross-border portability of online content services" in order to allow EU residents to travel 
with the digital content they have purchased or subscribed to at home.26 In addition, the 
Commission published a new public consultation on the evaluation and modernisation of 
the legal framework for the enforcement of intellectual property rights that will run until 15 
April 2016.27 The Commission will also look at how to make the removal of illegal content by 
online intermediaries more efficient.  
6.2. The EC Consultation on the Review of EU copyright rules towards a Digital 
Single Market 
On 5 December 2013, the European Commission launched a public consultation on the 
review of the EU copyright rules. The 2001/29/EC Directive has failed to harmonize 
copyright legislations and adapt to the current technological changes and digital challenges, 
thus creating obstacles to the accomplishment of a Digital Single Market. The public 
consultation ended three months later and the EC was about to release a white paper on 
copyright before June 2014. In the following year, The "Digital Single Market Strategy for 
Europe", set out in the Commission Communication of 6 May 2015 (the "DSM Strategy")28 
outlined the key areas where legislative reform is urgent in order to create a modern, 
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(Directive 2004/48/EC), available at:  http://ec.europa.eu/smart-
regulation/impact/planned_ia/docs/2011_markt_006_review_enforcement_directive_ipr_en.pdf 
 
26 European Commission - Press release - Commission takes first steps to broaden access to online content and 
outlines its vision to modernise EU copyright rules Brussels, 9 December 2015 http://europa.eu/rapid/press-
release_IP-15-6261_en.htm 
 
27 http://ec.europa.eu/growth/tools-databases/newsroom/cf/itemdetail.cfm?item_id=8580 
28 http://ec.europa.eu/smart-
regulation/roadmaps/docs/2015_cnect_001_cwp_communication_copyright_rules_en.pdf 
 
unified European copyright framework and to improve cross-border access to digital 
content. As announced in the "Commission Work Programme 2016" on 27 October 201529, 
the Digital Single Market Strategy will be taken forward in the area of copyright with a step-
by-step approach. Further measures will follow in 2016. 
6.3. Public consultation on the regulatory environment for platforms, online 
intermediaries, data and cloud computing and the collaborative economy 
 
Finally, in its Communication on a Digital Single Market Strategy for Europe (DSM) of 6 May 
2015, the Commission committed to assess the role of platforms launching a public 
consultation on 24 December 2015 until 6 January 2016 in order to better understand their 
social and economic role and to gather evidence and views on the regulatory environment 
for data and cloud computing and collaborative economy. Preliminary results of the public 
consultation where published on 26 January 2016. As far as  online intermediaries and 
tackling illegal content are concerned it can be observed that: 
 "Views are divided among those who consider the liability regime under the E-
commerce Directive still fit for purpose and those who request clarification and 
guidance for its implementation, or a rebalancing of interests, including via the 
establishment of further categories of intermediary services, besides mere 
conduit/caching/hosting. 
 A majority of respondents consider that different categories of illegal content 
require different policy approaches. While notice providers (e.g. rights holders and 
enforcement authorities) are in favour of a "take down and stay down" principle for 
illegal content, intermediaries do not support this."30  
Additionally, as far as the collaborative economy topic is concerned : "A large majority of 
both businesses and consumers agree that there are regulatory and other obstacles to the 
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development of the collaborative economy in Europe. Uncertainty over the rights and 
obligations of users and providers are a key obstacle hampering the collaborative economy 
according to all types of respondents."31  
The Commission will carry out an in-depth analysis of the replies to the public consultation 
and a complete report will be published online in the spring of 2016. 
 
  
Conclusions and Deliberations 
 
This paper tried to illustrate that copyright enforcement is challenged by the advent of new 
technologies such as the peer to peer networks and the rapid development of digital 
information society. Internet service providers seem to be in the eye of copyright storm as 
more and more governments exert pressure on them to collaborate in the battle of 
copyright holders against digital piracy. However, this proactive and preventative policy 
conducted by different European countries conflicts with the neutral role attributed to the 
intermediaries with the special liability regime established in the articles 12-14 of the E-
Commerce Directive. Though the ECJ threw some light to the problem in the 
aforementioned cases, it is clear that the task to find the right balance between the 
interests at stake is left in the hands of the Member States. But turning ISPs into active 
assistants of the copyright holders via the application of a “three strike system” has proven 
threatening for the human rights of the Internet users, giving way to massive monitoring of 
electronic communications for the benefit of  private parties’ interests. It is therefore clear 
that any sort of interference provided by legal provisions, should be carefully motivated, 
proportionate and accompanied by sufficient safeguards for the protection of fundamental 
human rights. Policy makers should also bear in mind that another danger is lurking around 
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every turn, since illegal file sharing is turning more and more sophisticated. Users have 
managed to be one step ahead by turning open P2P networks to closed ones or darknets 
where files are encrypted. For that reason, the solution for copyright enforcement online, 
does not lie only in effective legislative proposals but also in awareness campaigns and in 
addressing the primary causes behind the consumers’ non-compliance with copyright 
protection rules.    
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